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(57) ABSTRACT

A system and method caches and distributes meta-data for
one or more data containers stored on a plurality of volumes
configured as a striped volume set (SVS) and served by a
plurality of nodes interconnected as a cluster. The SVS com-
prises one meta-data volume (MDV) configured to store a
canonical copy of certain meta-data, including access control
lists and directories, associated with all data containers stored
onthe SVS, and one or more data volumes (DV) configured to
store, at least, data content of those containers. In addition, for
each data container stored on the SVS, one volume is desig-
nated a container attribute volume (CAV) and, as such, is
configured to store (“cache”) a canonical copy of certain,
rapidly-changing attribute meta-data, including time stamps
and container length, associated with that container.

100

rd

N-BLADE

”

310 v

NODE 200 \ /

D-BLADE
» DISK
350 4
130

140 CLUSTER
CLIENT SWITCHING
180 FABRIC
150
140

[\

N-BLADE

N

h 4

310

150)

NODE 200

DISK
130

DISK
130

D-BLADE
350

DISK ARRAY 120




US 2014/0237184 Al

Aug. 21,2014 Sheet 1 of 17

Patent Application Publication

I Old

O¢L
ASId

021 AvHYY MSIa

oct

00C =AON

%3

ASia

FaviaN R

081
AN3IMO

ordav4
ONIHOLIMS
¥318SNIo

00Z 3AON

ogL
ysia

00}




US 2014/0237184 Al

Aug. 21,2014 Sheet 2 of 17

Patent Application Publication

¢ Old

—

5¢e
I1gvL
051t 9I4NOD
0zt ordgv4 —
AVHYEY ONIHOLIMS 0¢Z 08}
Msid ¥31sn1o IOVHOLS SINTID
WO¥4/0L WOY4/0L w001 WOHL/0L
gcc —
277 (542
y3ldvavy
H3idvay S$S300V d3aldvavy
IOVHOLS ¥31SN10 MHOMLITN
| | |
_ | iy |
Gece 00E BZzC
HOSSIOONd W31SAS HOSS3ID0Md
ONILVYYIdO
JOVHOLS

00¢

¥cc  AYOWIAW




US 2014/0237184 Al

Aug. 21,2014 Sheet 3 of 17

Patent Application Publication

gog
REAVRES
JOVHOLS

06¢

WILSAS d3IAIA MSId

08¢

W3 LSAS aivd

09¢

W3LSAS T

0ZE INSA

qore IOVH4H3INI 4D

K

K

0se

~—
3avig-a

¢ Old

0g€

Od

cie
$S300V
VIAdin

CIE
$S300V
vIa3an

rLE
di

9t gie
dol dan

gce
Isos!

gee

F1NAON
139HVLISOS

(243 cee 73
dl1H S410 SN

75
s4va

g RE—

0ye JOVAH3LINI 4D

N
w N—

0)54

1030.104d 49

J;/\\x
0/ 3Javig-N

gee
ANIONT
1000104d
1IN

00¢



Patent Application Publication

400

Aug. 21,2014 Sheet 4 of 17

US 2014/0237184 Al

CF PROTOCOL 410
RC 408
UDP 406
2 404
MEDIA ACCESS 402
500
SVS INODE UNIQUE-IFIER STRIPED STRIPING EPOCH
ID NUMBER FLAG NUMBER
502 504 506 508 510

FIG. 5



Patent Application Publication  Aug. 21, 2014 Sheet 5 of 17 US 2014/0237184 A1

1
|
I
I
1 o o o e e e e e 1
1 |
! TYPE 610 i
1 1
! SIZE 615 !
| TIME STAMP 620 :
1 I
! uID 625 '
1
: GID 630 :
]
: GENERATION NUMBER 631 ;
I ]
! META DATA INVALIDATION FLAG 634 !
! | |
| |
| 1
! ;
! DATA SECTION 660 i
i :
' 1
' i
! DIRTY BIT 670 .
1 ]
|

_________________________________________________



Patent Application Publication  Aug. 21, 2014 Sheet 6 of 17 US 2014/0237184 A1

INODE 702
POINTER POINTER
INDIRECT BLOCK 704
LEVEL 704 INDIRECT BLOCK 704
1 POINTER POINTER POINTER POINTER
BLOCKS _Z_O_5 LA Z_O__5_ m *se m
LEVEL DATA DATA DATA DATA
0 BLOCK . BLOCK BLOCK aes BLOCK
BLOCKS 706 706 706 706
m
Fl G 7 FILE 700
INODE 802
PVBN/VVBN PVBN/VVBN
POINTER PAIR | «««| POINTER PAIR
808 808
INDIRECT BLOCK 804 INDIRECT BLOCK 804
LEVEL PVBN//VBN PVBN/VVEN | PVBN/VVBN PVBN/VVBN
1 POINTER POINTER POINTER POINTER
BLOCKS PAIR vee PAIR PAIR ese PAIR
808 808 808 808
LEVEL DATA DATA DATA DATA
0 BLOCK ose BLOCK BLOCK oes BLOCK
BLOCKS 806 806 806 806
TR
FILE 800

FIG. 8



Patent Application Publication  Aug. 21, 2014 Sheet 7 of 17 US 2014/0237184 A1

960

\_ RAID GROUP

5
D

L

=

=)

IR

> i &

m

@

x

o 3|
o = @
S L ﬁ 03
1 E_J x
g o O
w é o
v
o LL
<

(=]

SRl

"l £§

= (e}

>

o}

@]

> mg

w Eml

—_

@

>

“l z

= || 3§

960

9
RAID GROUP J



US 2014/0237184 Al

Aug. 21,2014 Sheet 8 of 17

Patent Application Publication

960/ dLVIS ANV ALILNIAI

60, SNLVLS INITIHJO/INITNO-
¢60L FAWVYN IWAT0OA I3T181X3 14

0601

714 739V 3OVROLS

070} IH4 WALSAST 1A
aIS4r4vm
050F AWNTOA 3791X314
080L 0g0L
A¥OLOTMIA AHOLOFMIC
1004 100d
vivd v1vd
CAE ¢ V1IN
N3IAAIH NIAAIH A O_\ G_H_
0Z0T 0zo1
AMO.LOTNIA AYOLOTHIA
lood  — 1008  ([d=—
9907 910!
dYIN JVYIN
3oVds  [€ Jovds  [¢=
7507 $001
00718 pielont:
550T O4NISH ¥I0L O-ANISH
dYIN . JYIN - .
AMVINNNS . AMYINNNS .
L .
2507 |1 9%0r 750% 7504 Zi0i | —1 3900 ¥00% 2001
dvin T4 ¥0019 30074 dvin ERlE M0014 Moo
FALDY (] 3IAONI g ONISH O4NITOA JAILOY (] FAONI O:NISH |dmed OANITOA
L]
. oror
dYIN
I HINMO AI J
0507 INNTOA 379iX3 14

000}




Patent Application Publication  Aug. 21, 2014 Sheet 9 of 17 US 2014/0237184 A1

1100

CL!
ADMINISTRATOR ‘\[/I:A/’\iﬁ/[(és\/MoERN;
1170 wes@uy | X e




Patent Application Publication  Aug. 21, 2014 Sheet 10 of 17 US 2014/0237184 A1

1200

VOLUME ID 1205
AGGREGATE ID 1210
1215

1300
AGGREGATE ID 1305
D-BLADE ID 1310
. 1315

FIG. 13



US 2014/0237184 Al

Aug. 21,2014 Sheet 11 of 17

Patent Application Publication

0074

vl Old

a ta a a
n ;
o’ ovpt” cer” mwi\
a la i a a
W mw_\,_ m W
4 _m._o<m 4 4
cri1”  oppi” cert” mmﬁ\
W W W W W W
4 Tov 4 ¥ia 4 ay
cri1” o cert” osrt” mmi\ om&\

4
Ad

olri
Ale

GorL
AAN



Patent Application Publication

STRIPING
RULES
1530

Aug. 21,2014 Sheet 12 of 17 US 2014/0237184 A1

1500
SVS ID 1505
STRIPE WIDTH 1510
STRIPE ALGORITHM ID 151
VOLUMES [] 1520
. 1525
: 1535

FIG. 15



US 2014/0237184 Al

Aug. 21,2014 Sheet 13 of 17

Patent Application Publication

009¢

91 Old

S S a S
rG9L Nmms\ 0591 / mvmh\ mwms\ E&F\
a S S S
4 2] owmh\ mmmw\ mmmh\ vE9L Nmow\
S a S a
0€94 mwms\ @N@w\ wwmh\ 44" ommh\

Gi9L
O FNNTOA

0194
g JINNTOA

G09/t
Y INNTOA



Patent Application Publication  Aug. 21, 2014 Sheet 14 of 17 US 2014/0237184 A1

1700

( 1705 /

VOLUME A
[MDV]
A
( 1725
VOLUME E
1710 DV
( (CAV FOR FILES 4, 8, 12)
VOLUME B
DV T 1720
(CAV FOR FILES 1, 5, 9) f
VOLUME D
DV
(CAV FOR FILES 3, 7, 11)
1715
v [
VOLUME C
DV

(CAV FORFILES 2, 6, 10)

FIG. 17



Patent Application Publication  Aug. 21, 2014 Sheet 15 of 17 US 2014/0237184 A1

1800
MDV
1805
CAV
1810
DV DV vee DV
1815A 18158 1815C

FIG. 18



Patent Application Publication  Aug. 21, 2014 Sheet 16 of 17 US 2014/0237184 A1

1900
ﬁ 1905
CSM OF MDV RECEIVES REQUEST TO
MODIFY/CREATE ATTRIBUTE — 1910
MDV SENDS REQUEST TO CAV TO INVALIDATE 1915
CACHED METADATA
CAV INVALIDATES METADATA L— 1920

v

CAV ACKNOWLEDGES COMPLETION OF INVALIDATION  p—1925

v

MDV MODIFIES CANONICAL COPY OF METADATA — 1930
MDV RESPONDS TO N-BLADE WITH STATUS L~ 1935

FIG. 19



Patent Application Publication  Aug. 21, 2014 Sheet 17 of 17

2005 2000

o ¥/

s 2010
VSM ON DV RECEIVES DATA ACCESS OPERATION

METADATA NO

US 2014/0237184 Al

INVALID ON
DV?

s 2020
VSM ON DV QUERIES VSM OF CAV FOR METADATA

2025
NO

METADATA
INVALID ON
CAV?

YES

L~ 2030
VSM OF CAV
UPDATES METADATA
FROM MDV

- 2035
VSM OF CAV RETURNS METADATA TO DV

¢ - 2040
DV UPDATES LOGAL COPY OF METADATA

b L~ 2045

DV PROCESSES DATA ACCESS OPERATION

2050

C_CouPLETE
FIG. 20 |



US 2014/0237184 Al

SYSTEM AND METHOD FOR
MULTI-TIERED META-DATA CACHING AND
DISTRIBUTION IN A CLUSTERED
COMPUTER ENVIRONMENT

RELATED APPLICATION

[0001] The present application is a continuation of U.S.
patent application Ser. No. 12/694,714, entitled SYSTEM
AND METHOD FOR MULTI-TIERED META-DATA
CACHING AND DISTRIBUTION IN A CLUSTERED
COMPUTER ENVIRONMENT, by Michael Kazar et al.,
filed on Jan. 27, 2010, which is a continuation of U.S. patent
application Ser. No. 11/119,277, entitled SYSTEM AND
METHOD FOR MULTI-TIERED META-DATA CACHING
AND DISTRIBUTION IN A CLUSTERED COMPUTER
ENVIRONMENT, by Michael Kazar et al., filed on Apr. 29,
2005, now issued as U.S. Pat. No. 7,698,334 on Apr. 13,2010,
which is related to U.S. patent application Ser. No. 11/119,
278, entitled STORAGE SYSTEM ARCHITECTURE FOR
STRIPING DATA CONTAINER CONTENT ACROSS
VOLUMES OF A CLUSTER, by Michael Kazar, et al., filed
on Apr. 29, 2005, now issued as U.S. Pat. No. 7,698,289 on
Apr. 13, 2010. The contents of these applications are hereby
incorporated by reference.

FIELD OF THE INVENTION

[0002] The present invention relates to clustered computer
environments and, more particularly, to caching and distrib-
uting meta-data in a cluster.

BACKGROUND OF THE INVENTION

[0003] A storage system typically comprises one or more
storage devices into which information may be entered, and
from which information may be obtained, as desired. The
storage system includes a storage operating system that func-
tionally organizes the system by, inter alia, invoking storage
operations in support of a storage service implemented by the
system. The storage system may be implemented in accor-
dance with a variety of storage architectures including, but
not limited to, a network-attached storage environment, a
storage area network and a disk assembly directly attached to
a client or host computer. The storage devices are typically
disk drives organized as a disk array, wherein the term “disk”
commonly describes a self-contained rotating magnetic
media storage device. The term disk in this context is synony-
mous with hard disk drive (HDD) or direct access storage
device (DASD).

[0004] The storage operating system of the storage system
may implement a high-level module, such as a file system, to
logically organize the information stored on volumes as a
hierarchical structure of data containers, such as files and
logical units. For example, each “on-disk” file may be imple-
mented as set of data structures, i.e., disk blocks, configured
to store information, such as the actual data for the file. These
data blocks are organized within a volume block number
(vbn) space that is maintained by the file system. The file
system may also assign each data block in the file a corre-
sponding “file offset” or file block number (tbn). The file
system typically assigns sequences of fbns on a per-file basis,
whereas vbns are assigned over a larger volume address
space. The file system organizes the data blocks within the

Aug. 21,2014

vbn space as a “logical volume”; each logical volume may be,
although is not necessarily, associated with its own file sys-
tem.

[0005] A known type of file system is a write-anywhere file
system that does not over-write data on disks. If a data block
is retrieved (read) from disk into a memory of the storage
system and “dirtied” (i.e., updated or modified) with new
data, the data block is thereafter stored (written) to a new
location on disk to optimize write performance. A write-
anywhere file system may initially assume an optimal layout
such that the data is substantially contiguously arranged on
disks. The optimal disk layout results in efficient access
operations, particularly for sequential read operations,
directed to the disks. An example of a write-anywhere file
system that is configured to operate on a storage system is the
Write Anywhere File Layout (WAFL™) file system available
from Network Appliance, Inc., Sunnyvale, Calif.

[0006] The storage system may be further configured to
operate according to a client/server model of information
delivery to thereby allow many clients to access data contain-
ers stored on the system. In this model, the client may com-
prise an application, such as a database application, executing
on a computer that “connects” to the storage system over a
computer network, such as a point-to-point link, shared local
area network (LAN), wide area network (WAN), or virtual
private network (VPN) implemented over a public network
such as the Internet. Each client may request the services of
the storage system by issuing file-based and block-based
protocol messages (in the form of packets) to the system over
the network.

[0007] A plurality of storage systems may be intercon-
nected to provide a storage system environment configured to
service many clients. Each storage system may be configured
to service one or more volumes, wherein each volume stores
one or more data containers. Yet often a large number of data
access requests issued by the clients may be directed to a
small number of data containers serviced by a particular
storage system of the environment. A solution to such a prob-
lem is to distribute the volumes serviced by the particular
storage system among all of the storage systems of the envi-
ronment. This, in turn, distributes the data access requests,
along with the processing resources needed to service such
requests, among all of the storage systems, thereby reducing
the individual processing load on each storage system. How-
ever, a noted disadvantage arises when only a single data
container, such as a file, is heavily accessed by clients of the
storage system environment. As a result, the storage system
attempting to service the requests directed to that data con-
tainer may exceed its processing resources and become over-
burdened, with a concomitant degradation of speed and per-
formance.

[0008] One technique for overcoming the disadvantages of
having a single data container that is heavily utilized is to
stripe the data container across a plurality of volumes config-
ured as a striped volume set (SVS), where each volume is
serviced by a different storage system, thereby distributing
the load for the single data container among a plurality of
storage systems. A technique for data container striping is
described in the above-referenced U.S. Pat. No. 7,698,289,
entitted STORAGE SYSTEM ARCHITECTURE FOR
STRIPING DATA CONTAINER CONTENT ACROSS
VOLUMES OF A CLUSTER.

[0009] In one data container striping arrangement, meta-
data (e.g., time stamps, file length and access control lists,
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(ACL) associated with a data container (e.g., a file) may also
be striped across (or stored on) each volume of the SVS.
However, a disadvantage of this arrangement involves the
latency incurred when acquiring and updating such meta-data
needed to service a data access request directed to the file. For
example, changes to the meta-data resulting from servicing of
the request may need to be propagated to every volume. This
substantially increases the number of accesses to the storage
systems serving the volumes, thereby adversely impacting
the processing capabilities available for servicing other client
data access requests.

[0010] An alternative arrangement may be to designate a
single volume of the SVS as a meta-data volume (MDV)
configured to store a canonical (i.e., definitive) copy of the
meta-data associated with all files stored on the SVS. Here,
each storage system hosting a SVS volume and servicing a
data access request directed to a file is required to contact the
MDYV in order to ascertain and update the status of meta-data
associated with the file. This arrangement places a substantial
load on the storage system serving the MDV with a concomi-
tant decrease in system performance. Moreover, depending
on the load of the SVS, the meta-data requests to/from the
MDYV may become a bottleneck, causing certain storage sys-
tems to stall (wait) until their meta-data requests have been
processed before servicing client data access requests.

SUMMARY OF THE INVENTION

[0011] The present invention overcomes the disadvantages
of'the prior art by providing a system and method for caching
and distributing meta-data for one or more data containers
stored on a plurality of volumes configured as a striped vol-
ume set (SVS) and served by a plurality of nodes intercon-
nected as a cluster. To that end, the SVS comprises one
meta-data volume (MDV) configured to store a canonical
copy of certain meta-data, including access control lists and
directories, associated with all data containers stored on the
SVS, and one or more data volumes (DV) configured to store,
at least, data content of those containers. In addition, for each
data container stored on the SVS, one volume is designated a
container attribute volume (CAV) and, as such, is configured
to store a canonical copy of certain, rapidly-changing
attribute meta-data, including time stamps and container
length, associated with that container.

[0012] According to an aspect of the invention, the meta-
data are organized into various categories (e.g., MD1-MD3)
along functional boundaries and are resident on various vol-
umes to optimize data access (e.g., read and write) paths
through the SVS. These categories include (1) MD1 meta-data
that changes on every data access (read/write) request served
by the SVS, (i1) MD2 meta-data that may be retrieved (but not
changed) on every request and (iii)) MD3 meta-data that is
unused for the read/write requests. Since it changes on every
read/write request served by the DVs of the SVS, the MD1
meta-data is canonically resident on the CAV and generally
cached on the DVs. Likewise, since it may be retrieved, but
does not change, on every request served by the DVs, the
MD2 meta-data is canonically resident on the MDV and
generally cached on all DVs ofthe SV, including the volume
designated as CAV. Finally, since it is unused for a read/write
request, the MD3 meta-data is canonically, and solely, resi-
dent on the MDV.

[0013] According to another aspect of the invention, the
CAV cooperates with the MDV and DV of the SVS to pro-
vide a multi-tier caching and distribution architecture that
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offloads meta-data access requests that would otherwise be
directed to the MDV. Here, the CAV is utilized as a first tier
caching and distribution point for storing and distributing
most meta-data, e.g., MD1 and MD2, for use by the DVs of
the SVS. In the case of the MD1 meta-data, the multi-tier
caching and distribution architecture enables the DVs to con-
stantly access the CAV for meta-data changes that occur on
every read/write request. The MD1 access path is relatively
“short” and, notably, offloads all such frequent requests from
the MDV. In the case of MD2 meta-data, the multi-tier cach-
ing and distribution architecture enables the DV to access the
CAV for meta-data retrieved on every read/write request. In
general, the MD2 access path terminates at the CAV for
current meta-data; however, since it does not store a canonical
copy of the MD2 meta-data, the CAV may have to acquire a
current version of the meta-data from the MDV if its copy is
invalid.

[0014] Advantageously, the present invention facilitates (i)
propagating of meta-data throughout the nodes of the cluster
for storage on various volumes (“caches™) of the SVS and (ii)
updating of those caches in an efficient manner. That is, the
novel multi-tier caching and distribution architecture reduces
the latency incurred when acquiring and updating such meta-
data needed to service a data access request directed to a data
container to thereby provide a high-performance cluster.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The above and further advantages of invention may
be better understood by referring to the following description
in conjunction with the accompanying drawings in which like
reference numerals indicate identical or functionally similar
elements:

[0016] FIG.1isa schematic block diagram of a plurality of
nodes interconnected as a cluster in accordance with an
embodiment of the present invention;

[0017] FIG. 2 is a schematic block diagram of a node in
accordance with an embodiment of the present invention;
[0018] FIG. 3 is a schematic block diagram of a storage
operating system that may be advantageously used with the
present invention;

[0019] FIG. 4 is a schematic block diagram illustrating the
format of a cluster fabric (CF) message in accordance with an
embodiment of with the present invention;

[0020] FIG. 5 is a schematic block diagram illustrating the
format of a data container handle in accordance with an
embodiment of the present invention;

[0021] FIG. 61isaschematic block diagram of an exemplary
inode in accordance with an embodiment of the present
invention;

[0022] FIG. 7isaschematic block diagram of an exemplary
buffer tree in accordance with an embodiment of the present
invention;

[0023] FIG. 8isaschematic block diagram of an illustrative
embodiment of a buffer tree of a file that may be advanta-
geously used with the present invention;

[0024] FIG. 9isaschematic block diagram of an exemplary
aggregate in accordance with an embodiment of the present
invention;

[0025] FIG. 10 is a schematic block diagram of an exem-
plary on-disk layout of the aggregate in accordance with an
embodiment of the present invention;

[0026] FIG. 11 is a schematic block diagram illustrating a
collection of management processes in accordance with an
embodiment of the present invention;



US 2014/0237184 Al

[0027] FIG. 12 is a schematic block diagram of a volume
location database (VLDB) volume entry in accordance with
an embodiment of the present invention;

[0028] FIG. 13 is a schematic block diagram of a VLDB
aggregate entry in accordance with an embodiment of the
present invention;

[0029] FIG. 14 is a schematic block diagram of a striped
volume set (SVS) in accordance with an embodiment of the
present invention;

[0030] FIG. 15 is a schematic block diagram of a VLDB
SVS entry in accordance with an embodiment the present
invention;

[0031] FIG.161is aschematic block diagram illustrating the
periodic sparseness of file content stored on volumes ofa SVS
in accordance with an embodiment of the present invention;
[0032] FIG. 17 is a schematic block diagram of an exem-
plary striped volume set in accordance with an embodiment
of the present invention;

[0033] FIG. 18 is a schematic block diagram of an exem-
plary striped volume set in accordance with an embodiment
of the present invention

[0034] FIG.19 s a flowchart of the steps of a procedure for
modifying/creating attributes in accordance with an embodi-
ment of the present invention; and

[0035] FIG. 20 is a flowchart of a procedure for processing
a data access operation in accordance with an embodiment of
the present invention.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0036] A. Cluster Environment

[0037] FIG.1is aschematic block diagram of a plurality of
nodes 200 interconnected as a cluster 100 and configured to
provide storage service relating to the organization of infor-
mation on storage devices. The nodes 200 comprise various
functional components that cooperate to provide a distributed
storage system architecture of the cluster 100. To that end,
each node 200 is generally organized as a network element
(N-blade 310) and a disk element (D-blade 350). The N-blade
310 includes functionality that enables the node 200 to con-
nect to clients 180 over a computer network 140, while each
D-blade 350 connects to one or more storage devices, such as
disks 130 of a disk array 120. The nodes 200 are intercon-
nected by a cluster switching fabric 150 which, in the illus-
trative embodiment, may be embodied as a Gigabit Ethernet
switch. An exemplary distributed file system architecture is
generally described in U.S. Pat. No. 6,671,773 titled
METHOD AND SYSTEM FOR RESPONDING TO FILE
SYSTEM REQUESTS, by M. Kazar et al., issued on Dec. 30,
2003. It should be noted that while there is shown an equal
number of N and D-blades in the illustrative cluster 100, there
may be differing numbers of N and/or D-blades in accordance
with various embodiments of the present invention. For
example, there may be a plurality of N-blades and/or
D-blades interconnected in a cluster configuration 100 that
does not reflect a one-to-one correspondence between the N
and D-blades. As such, the description of a node 200 com-
prising one N-blade and one D-blade should be taken as
illustrative only.

[0038] The clients 180 may be general-purpose computers
configured to interact with the node 200 in accordance with a
client/server model of information delivery. That is, each
client may request the services of the node, and the node may
return the results of the services requested by the client, by
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exchanging packets over the network 140. The client may
issue packets including file-based access protocols, such as
the Common Internet File System (CIFS) protocol or Net-
work File System (NFS) protocol, over the Transmission
Control Protocol/Internet Protocol (TCP/IP) when accessing
information in the form of files and directories. Alternatively,
the client may issue packets including block-based access
protocols, such as the Small Computer Systems Interface
(SCSI) protocol encapsulated over TCP (iSCSI) and SCSI
encapsulated over Fibre Channel (FCP), when accessing
information in the form of blocks.

[0039] B. Storage System Node

[0040] FIG. 2 is a schematic block diagram of a node 200
that is illustratively embodied as a storage system comprising
a plurality of processors 222a,b, a memory 224, a network
adapter 225, a cluster access adapter 226, a storage adapter
228 and local storage 230 interconnected by a system bus 223.
The local storage 230 comprises one or more storage devices,
such as disks, utilized by the node to locally store configura-
tion information (e.g., in configuration table 235) provided by
one or more management processes that execute as user mode
applications 1100 (see FIG. 11). The cluster access adapter
226 comprises a plurality of ports adapted to couple the node
200 to other nodes of the cluster 100. In the illustrative
embodiment, Ethernet is used as the clustering protocol and
interconnect media, although it will be apparent to those
skilled in the art that other types of protocols and intercon-
nects may be utilized within the cluster architecture described
herein. In alternate embodiments where the N-blades and
D-blades are implemented on separate storage systems or
computers, the cluster access adapter 226 is utilized by the
N/D-blade for communicating with other N/D-blades in the
cluster 100.

[0041] Each node 200 is illustratively embodied as a dual
processor storage system executing a storage operating sys-
tem 300 that preferably implements a high-level module,
such as a file system, to logically organize the information as
a hierarchical structure of named directories, files and special
types of files called virtual disks (hereinafter generally
“blocks”) on the disks. However, it will be apparent to those
of'ordinary skill in the art that the node 200 may alternatively
comprise a single or more than two processor system. Illus-
tratively, one processor 222a executes the functions of the
N-blade 310 on the node, while the other processor 2225
executes the functions of the D-blade 350.

[0042] The memory 224 illustratively comprises storage
locations that are addressable by the processors and adapters
for storing software program code and data structures asso-
ciated with the present invention. The processor and adapters
may, in turn, comprise processing elements and/or logic cir-
cuitry configured to execute the software code and manipu-
late the data structures. The storage operating system 300,
portions of which is typically resident in memory and
executed by the processing elements, functionally organizes
the node 200 by, inter alia, invoking storage operations in
support of the storage service implemented by the node. It
will be apparent to those skilled in the art that other process-
ing and memory means, including various computer readable
media, may be used for storing and executing program
instructions pertaining to the invention described herein.
[0043] The network adapter 225 comprises a plurality of
ports adapted to couple the node 200 to one or more clients
180 over point-to-point links, wide area networks, virtual
private networks implemented over a public network (Inter-
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net) or a shared local area network. The network adapter 225
thus may comprise the mechanical, electrical and signaling
circuitry needed to connect the node to the network. Illustra-
tively, the computer network 140 may be embodied as an
Ethernet network or a Fibre Channel (FC) network. Each
client 180 may communicate with the node over network 140
by exchanging discrete frames or packets of data according to
pre-defined protocols, such as TCP/IP.

[0044] The storage adapter 228 cooperates with the storage
operating system 300 executing on the node 200 to access
information requested by the clients. The information may be
stored on any type of attached array of writable storage device
media such as video tape, optical, DVD, magnetic tape,
bubble memory, electronic random access memory, micro-
electro mechanical and any other similar media adapted to
store information, including data and parity information.
However, as illustratively described herein, the information is
preferably stored on the disks 130 of array 120. The storage
adapter comprises a plurality of ports having input/output
(I/O) interface circuitry that couples to the disks over an [/O
interconnect arrangement, such as a conventional high-per-
formance, FC link topology.

[0045] Storage of information on each array 120 is prefer-
ably implemented as one or more storage “volumes” that
comprise a collection of physical storage disks 130 cooper-
ating to define an overall logical arrangement of volume
block number (vbn) space on the volume(s). Each logical
volume is generally, although not necessarily, associated with
its own file system. The disks within a logical volume/file
system are typically organized as one or more groups,
wherein each group may be operated as a Redundant Array of
Independent (or Inexpensive) Disks (RAID). Most RAID
implementations, such as a RAID-4 level implementation,
enhance the reliability/integrity of data storage through the
redundant writing of data “stripes” across a given number of
physical disks in the RAID group, and the appropriate storing
of parity information with respect to the striped data. An
illustrative example of a RAID implementation is a RAID-4
level implementation, although it should be understood that
other types and levels of RAID implementations may be used
in accordance with the inventive principles described herein.
[0046] C. Storage Operating System

[0047] To facilitate access to the disks 130, the storage
operating system 300 implements a write-anywhere file sys-
tem that cooperates with one or more virtualization modules
to “virtualize” the storage space provided by disks 130. The
file system logically organizes the information as a hierarchi-
cal structure of named directories and files on the disks. Each
“on-disk™ file may be implemented as set of disk blocks
configured to store information, such as data, whereas the
directory may be implemented as a specially formatted file in
which names and links to other files and directories are stored.
The virtualization module(s) allow the file system to further
logically organize information as a hierarchical structure of
blocks on the disks that are exported as named logical unit
numbers (luns).

[0048] Intheillustrative embodiment, the storage operating
system is preferably the NetApp® Data ONTAP™ operating
system available from Network Appliance, Inc., Sunnyvale,
Calif. that implements a Write Anywhere File Layout
(WAFL™,) file system. However, it is expressly contemplated
that any appropriate storage operating system may be
enhanced for use in accordance with the inventive principles
described herein. As such, where the term “WAFL” is

Aug. 21,2014

employed, it should be taken broadly to refer to any storage
operating system that is otherwise adaptable to the teachings
of this invention.

[0049] FIG. 3 is a schematic block diagram of the storage
operating system 300 that may be advantageously used with
the present invention. The storage operating system com-
prises a series of software layers organized to form an inte-
grated network protocol stack or, more generally, a multi-
protocol engine 325 that provides data paths for clients to
access information stored on the node using block and file
access protocols. The multi-protocol engine includes a media
access layer 312 of network drivers (e.g., gigabit Ethernet
drivers) that interfaces to network protocol layers, such as the
IP layer 314 and its supporting transport mechanisms, the
TCP layer 316 and the User Datagram Protocol (UDP) layer
315. A file system protocol layer provides multi-protocol file
access and, to that end, includes support for the Direct Access
File System (DAFS) protocol 318, the NFS protocol 320, the
CIFS protocol 322 and the Hypertext Transfer Protocol
(HTTP) protocol 324. A VI layer 326 implements the VI
architecture to provide direct access transport (DAT) capa-
bilities, such as RDMA, as required by the DAFS protocol
318. An iSCSI driver layer 328 provides block protocol
access over the TCP/IP network protocol layers, while a FC
driver layer 330 receives and transmits block access requests
and responses to and from the node. The FC and iSCSI drivers
provide FC-specific and iSCSI-specific access control to the
blocks and, thus, manage exports of luns to either iSCSI or
FCP or, alternatively, to both iSCSI and FCP when accessing
the blocks on the node 200.

[0050] Inaddition, the storage operating system includes a
series of software layers organized to form a storage server
365 that provides data paths for accessing information stored
on the disks 130 of the node 200. To that end, the storage
server 365 includes a file system module 360 in cooperating
relation with a volume striping module (VSM) 370, a RAID
system module 380 and a disk driver system module 390. The
RAID system 380 manages the storage and retrieval of infor-
mation to and from the volumes/disks in accordance with 1/O
operations, while the disk driver system 390 implements a
disk access protocol such as, e.g., the SCSI protocol. The
VSM 370 illustratively implements a striped volume set
(SVS) of the present invention. As described further herein,
the VSM cooperates with the file system 360 to enable storage
server 365 to service a volume of the SVS. In particular, the
VSM 370 implements a Locate( ) function 375 to compute the
location of data container content in the SVS volume to
thereby ensure consistency of such content served by the
cluster.

[0051] The file system 360 implements a virtualization sys-
tem of the storage operating system 300 through the interac-
tion with one or more virtualization modules illustratively
embodied as, e.g., a virtual disk (vdisk) module (not shown)
and a SCSI target module 335. The vdisk module enables
access by administrative interfaces, such as a user interface of
a management framework 1110 (see FIG. 11), in response to
a user (system administrator) issuing commands to the node
200. The SCSI target module 335 is generally disposed
between the FC and iSCSI drivers 328, 330 and the file system
360 to provide a translation layer of the virtualization system
between the block (lun) space and the file system space,
where luns are represented as blocks.

[0052] Thefile system 360 is illustratively a message-based
system that provides logical volume management capabilities
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for use in access to the information stored on the storage
devices, such as disks. That is, in addition to providing file
system semantics, the file system 360 provides functions
normally associated with a volume manager. These functions
include (1) aggregation of the disks, (ii) aggregation of storage
bandwidth of the disks, and (iii) reliability guarantees, such as
mirroring and/or parity (RAID). The file system 360 illustra-
tively implements the WAFL file system (hereinafter gener-
ally the “write-anywhere file system”) having an on-disk
format representation that is block-based using, e.g., 4 kilo-
byte (kB) blocks and using index nodes (“inodes™) to identify
files and file attributes (such as creation time, access permis-
sions, size and block location). The file system uses files to
store meta-data describing the layout of its file system; these
meta-data files include, among others, an inode file. A file
handle, i.e., an identifier that includes an inode number, is
used to retrieve an inode from disk.

[0053] Broadly stated, all inodes of the write-anywhere file
system are organized into the inode file. A file system (fs) info
block specifies the layout of information in the file system and
includes an inode of a file that includes all other inodes of the
file system. Each logical volume (file system) has an fsinfo
block that is preferably stored at a fixed location within, e.g.,
a RAID group. The inode of the inode file may directly
reference (point to) data blocks of the inode file or may
reference indirect blocks of the inode file that, in turn, refer-
ence data blocks of the inode file. Within each data block of
the inode file are embedded inodes, each of which may ref-
erence indirect blocks that, in turn, reference data blocks of a
file.

[0054] Operationally, a request from the client 180 is for-
warded as a packet over the computer network 140 and onto
the node 200 where it is received at the network adapter 225.
A network driver (of layer 312 or layer 330) processes the
packet and, if appropriate, passes it on to a network protocol
and file access layer for additional processing prior to for-
warding to the write-anywhere file system 360. Here, the file
system generates operations to load (retrieve) the requested
data from disk 130 if it is not resident “in core”, i.e., in
memory 224. If the information is not in memory, the file
system 360 indexes into the inode file using the inode number
to access an appropriate entry and retrieve a logical vbn. The
file system then passes a message structure including the
logical vbn to the RAID system 380; the logical vbn is
mapped to a disk identifier and disk block number (disk,dbn)
and sent to an appropriate driver (e.g., SCSI) ofthe disk driver
system 390. The disk driver accesses the dbn from the speci-
fied disk 130 and loads the requested data block(s) in memory
for processing by the node. Upon completion of the request,
the node (and operating system) returns a reply to the client
180 over the network 140.

[0055] It should be noted that the software “path” through
the storage operating system layers described above needed
to perform data storage access for the client request received
at the node may alternatively be implemented in hardware.
That is, in an alternate embodiment of the invention, a storage
access request data path may be implemented as logic cir-
cuitry embodied within a field programmable gate array
(FPGA) or an application specific integrated circuit (ASIC).
This type of hardware implementation increases the perfor-
mance of the storage service provided by node 200 in
response to a request issued by client 180. Moreover, in
another alternate embodiment of the invention, the process-
ing elements of adapters 225, 228 may be configured to
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offload some or all of the packet processing and storage
access operations, respectively, from processor 222, to
thereby increase the performance of the storage service pro-
vided by the node. It is expressly contemplated that the vari-
ous processes, architectures and procedures described herein
can be implemented in hardware, firmware or software.
[0056] Asused herein, the term “storage operating system”
generally refers to the computer-executable code operable on
a computer to perform a storage function that manages data
access and may, in the case of a node 200, implement data
access semantics of a general purpose operating system. The
storage operating system can also be implemented as a micro-
kernel, an application program operating over a general-pur-
pose operating system, such as UNIX® or Windows NT®, or
as a general-purpose operating system with configurable
functionality, which is configured for storage applications as
described herein.

[0057] In addition, it will be understood to those skilled in
the art that the invention described herein may apply to any
type of special-purpose (e.g., file server, filer or storage serv-
ing appliance) or general-purpose computer, including a stan-
dalone computer or portion thereof, embodied as or including
a storage system. Moreover, the teachings of this invention
can be adapted to a variety of storage system architectures
including, but not limited to, a network-attached storage envi-
ronment, a storage area network and disk assembly directly-
attached to a client or host computer. The term “storage sys-
tem” should therefore be taken broadly to include such
arrangements in addition to any subsystems configured to
perform a storage function and associated with other equip-
ment or systems. It should be noted that while this description
is written in terms of a write any where file system, the
teachings of the present invention may be utilized with any
suitable file system, including a write in place file system.
[0058] D. CF Protocol

[0059] In the illustrative embodiment, the storage server
365 is embodied as D-blade 350 of the storage operating
system 300 to service one or more volumes of array 120. In
addition, the multi-protocol engine 325 is embodied as
N-blade 310 to (i) perform protocol termination with respect
to a client issuing incoming data access request packets over
the network 140, as well as (ii) redirect those data access
requests to any storage server 365 of the cluster 100. More-
over, the N-blade 310 and D-blade 350 cooperate to provide
a highly-scalable, distributed storage system architecture of
the cluster 100. To that end, each blade includes a cluster
fabric (CF) interface module 3404,b adapted to implement
intra-cluster communication among the blades, including
D-blade-to-D-blade communication for data container strip-
ing operations described herein.

[0060] The protocol layers, e.g., the NFS/CIFS layers and
the iSCSI/FC layers, of the N-blade 310 function as protocol
servers that translate file-based and block based data access
requests from clients into CF protocol messages used for
communication with the D-blade 350. That is, the N-blade
servers convert the incoming data access requests into file
system primitive operations (commands) that are embedded
within CF messages by the CF interface module 340 for
transmission to the D-blades 350 of the cluster 100. Notably,
the CF interface modules 340 cooperate to provide a single
file system image across all D-blades 350 in the cluster 100.
Thus, any network port of an N-blade that receives a client
request can access any data container within the single file
system image located on any D-blade 350 of the cluster.
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[0061] Further to the illustrative embodiment, the N-blade
310 and D-blade 350 are implemented as separately-sched-
uled processes of storage operating system 300; however, in
an alternate embodiment, the blades may be implemented as
pieces of code within a single operating system process.
Communication between an N-blade and D-blade is thus
illustratively effected through the use of message passing
between the blades although, in the case of remote commu-
nication between an N-blade and D-blade of different nodes,
such message passing occurs over the cluster switching fabric
150. A known message-passing mechanism provided by the
storage operating system to transfer information between
blades (processes) is the Inter Process Communication (IPC)
mechanism. The protocol used with the IPC mechanism is
illustratively a generic file and/or block-based “agnostic” CF
protocol that comprises a collection of methods/functions
constituting a CF application programming interface (API).
Examples of such an agnostic protocol are the SpinF'S and
SpinNP protocols available from Network Appliance, Inc.
The SpinFS protocol is described in the above-referenced
U.S. Pat. No. 6,671,773.

[0062] The CF interface module 340 implements the CF
protocol for communicating file system commands among
the blades of cluster 100. Communication is illustratively
effected by the D-blade exposing the CF API to which an
N-blade (or another D-blade) issues calls. To that end, the CF
interface module 340 is organized as a CF encoder and CF
decoder. The CF encoder of, e.g., CF interface 340a on
N-blade 310 encapsulates a CF message as (i) a local proce-
dure call (LPC) when communicating a file system command
to a D-blade 350 residing on the same node 200 or (ii) a
remote procedure call (RPC) when communicating the com-
mand to a D-blade residing on a remote node of the cluster
100. In either case, the CF decoder of CF interface 34056 on
D-blade 350 de-encapsulates the CF message and processes
the file system command.

[0063] FIG. 4 is a schematic block diagram illustrating the
format of a CF message 400 in accordance with an embodi-
ment of with the present invention. The CF message 400 is
illustratively used for RPC communication over the switch-
ing fabric 150 between remote blades of the cluster 100;
however, it should be understood that the term “CF message”
may be used generally to refer to LPC and RPC communica-
tion between blades of the cluster. The CF message 400
includes a media access layer 402, an IP layer 404, a UDP
layer 406, a reliable connection (RC) layer 408 and a CF
protocol layer 410. As noted, the CF protocol is a generic file
system protocol that conveys file system commands related to
operations contained within client requests to access data
containers stored on the cluster 100; the CF protocol layer 410
is that portion of message 400 that carries the file system
commands. [llustratively, the CF protocol is datagram based
and, as such, involves transmission of messages or “enve-
lopes” in a reliable manner from a source (e.g., an N-blade
310) to a destination (e.g., a D-blade 350). The RC layer 408
implements a reliable transport protocol that is adapted to
process such envelopes in accordance with a connectionless
protocol, such as UDP 406.

[0064] A data container, e.g., a file, is accessed in the file
system using a data container handle. FIG. 5 is a schematic
block diagram illustrating the format of a data container
handle 500 including a SVS ID field 502, an inode number
field 504, a unique-ifier field 506, a striped flag field 508 and
a striping epoch number field 510. The SVS ID field 502
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contains a global identifier (within the cluster 100) of the SVS
within which the data container resides. The inode number
field 504 contains an inode number of an inode (within an
inode file) pertaining to the data container. The unique-ifier
field 506 contains a monotonically increasing number that
uniquely identifies the data container handle 500. The unique-
ifier is particularly useful in the case where an inode number
has been deleted, reused and reassigned to a new data con-
tainer. The unique-ifier distinguishes that reused inode num-
ber in a particular data container from a potentially previous
use of those fields. The striped flag field 508 is illustratively a
Boolean value that identifies whether the data container is
striped or not. The striping epoch number field 510 indicates
the appropriate striping technique for use with this data con-
tainer for embodiments where the SVS utilizes differing
striping techniques for different data containers.

[0065] E. File System Organization

[0066] In the illustrative embodiment, a data container is
represented in the write-anywhere file system as an inode data
structure adapted for storage on the disks 130. FIG. 6 is a
schematic block diagram of an inode 600, which preferably
includes a meta-data section 605 and a data section 660. The
information stored in the meta-data section 605 of each inode
600 describes the data container (e.g., a file) and, as such,
includes the type (e.g., regular, directory, vdisk) 610 of file, its
size 615, time stamps (e.g., access and/or modification time)
620 and ownership, i.e., user identifier (UID 625) and group
ID (GID 630), of the file. The meta-data section 605 also
includes a generation number 631, and a meta-data invalida-
tion flag field 650. As described further herein, meta-data
invalidation flag field 634 is used to indicate whether meta-
data in the inode is usable or whether it should be re-acquired
from the MDV. The contents of the data section 660 of each
inode may be interpreted differently depending upon the type
of file (inode) defined within the type field 610. For example,
the data section 660 of a directory inode contains meta-data
controlled by the file system, whereas the data section of a
regular inode contains file system data. In this latter case, the
data section 660 includes a representation of the data associ-
ated with the file.

[0067] Specifically, the data section 660 of a regular on-
disk inode may include file system data or pointers, the latter
referencing 4 kB data blocks on disk used to store the file
system data. Each pointer is preferably a logical vbn to facili-
tate efficiency among the file system and the RAID system
380 when accessing the data on disks. Given the restricted
size (e.g., 128 bytes) of the inode, file system data having a
size that is less than or equal to 64 bytes is represented, in its
entirety, within the data section of that inode. However, if the
length of the contents of the data container exceeds 64 bytes
but less than or equal to 64 kB, then the data section of the
inode (e.g., a first level inode) comprises up to 16 pointers,
each of which references a 4 kB block of data on the disk.
[0068] Moreover, ifthe size of the data is greater than 64 kB
but less than or equal to 64 megabytes (MB), then each
pointer in the data section 660 of the inode (e.g., a second
level inode) references an indirect block (e.g., a first level L1
block) that contains 1024 pointers, each of which references
a 4 kB data block on disk. For file system data having a size
greater than 64 MB, each pointer in the data section 660 of the
inode (e.g., a third level L3 inode) references a double-indi-
rect block (e.g., a second level L2 block) that contains 1024
pointers, each referencing an indirect (e.g., a first level L1)
block. The indirect block, in turn, contains 1024 pointers,
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each of which references a 4 kB data block on disk. When
accessinga file, each block of the file may be loaded from disk
130 into the memory 224.

[0069] When an on-disk inode (or block) is loaded from
disk 130 into memory 224, its corresponding in-core structure
embeds the on-disk structure. For example, the dotted line
surrounding the inode 600 indicates the in-core representa-
tion of the on-disk inode structure. The in-core structure is a
block of memory that stores the on-disk structure plus addi-
tional information needed to manage data in the memory (but
not on disk). The additional information may include, e.g., a
“dirty” bit 670. After data in the inode (or block) is updated/
modified as instructed by, e.g., a write operation, the modified
data is marked “dirty” using the dirty bit 670 so that the inode
(block) can be subsequently “flushed” (stored) to disk. The
in-core and on-disk format structures of the WAFL file sys-
tem, including the inodes and inode file, are disclosed and
described in the previously incorporated U.S. Pat. No. 5,819,
292 titled METHOD FOR MAINTAINING CONSISTENT
STATES OF A FILE SYSTEM AND FOR CREATING
USER-ACCESSIBLE READ-ONLY COPIES OF A FILE
SYSTEM by David Hitz et al., issued on Oct. 6, 1998.

[0070] FIG. 7 is a schematic block diagram of an embodi-
ment of a buffer tree of a file that may be advantageously used
with the present invention. The buffer tree is an internal
representation of blocks for a file (e.g., file 700) loaded into
the memory 224 and maintained by the write-anywhere file
system 360. A root (top-level) inode 702, such as an embed-
ded inode, references indirect (e.g., level 1) blocks 704. Note
that there may be additional levels of indirect blocks (e.g.,
level 2, level 3) depending upon the size of the file. The
indirect blocks (and inode) contain pointers 705 that ulti-
mately reference data blocks 706 used to store the actual data
of the file. That is, the data of file 700 are contained in data
blocks and the locations of these blocks are stored in the
indirect blocks of the file. Each level 1 indirect block 704 may
contain pointers to as many as 1024 data blocks. According to
the “write anywhere” nature of the file system, these blocks
may be located anywhere on the disks 130.

[0071] A file system layout is provided that apportions an
underlying physical volume into one or more virtual volumes
(or flexible volume) of a storage system, such as node 200. An
example of such a file system layout is described in U.S. Pat.
No. 7,409,494 titled EXTENSION OF WRITE ANY-
WHERE FILE SYSTEM LAYOUT, by John K. Edwards et
al. and assigned to Network Appliance, Inc. The underlying
physical volume is an aggregate comprising one or more
groups of disks, such as RAID groups, of the node. The
aggregate has its own physical volume block number (pvbn)
space and maintains meta-data, such as block allocation
structures, within that pvbn space. Each flexible volume has
its own virtual volume block number (vvbn) space and main-
tains meta-data, such as block allocation structures, within
that vvbn space. Each flexible volume is a file system that is
associated with a container file; the container file is a file in
the aggregate that contains all blocks used by the flexible
volume. Moreover, each flexible volume comprises data
blocks and indirect blocks that contain block pointers that
point at either other indirect blocks or data blocks.

[0072] Inone embodiment, pvbns are used as block point-
ers within buffer trees of files (such as file 700) stored in a
flexible volume. This “hybrid” flexible volume embodiment
involves the insertion of only the pvbn in the parent indirect
block (e.g., inode or indirect block). On a read path of a
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logical volume, a “logical” volume (vol) info block has one or
more pointers that reference one or more fsinfo blocks, each
of'which, in turn, points to an inode file and its corresponding
inode buffer tree. The read path on a flexible volume is gen-
erally the same, following pvbns (instead of vvbns) to find
appropriate locations of blocks; in this context, the read path
(and corresponding read performance) of a flexible volume is
substantially similar to that of a physical volume. Translation
from pvbn-to-disk,dbn occurs atthe file system/RAID system
boundary of the storage operating system 300.

[0073] In an illustrative dual vbn hybrid flexible volume
embodiment, both a pvbn and its corresponding vvbn are
inserted in the parent indirect blocks in the buffer tree of a file.
That is, the pvbn and vvbn are stored as a pair for each block
pointer in most buffer tree structures that have pointers to
other blocks, e.g., level 1(L.1) indirect blocks, inode file level
0 (LO) blocks. FIG. 8 is a schematic block diagram of an
illustrative embodiment of a buffer tree of a file 800 that may
be advantageously used with the present invention. A root
(top-level) inode 802, such as an embedded inode, references
indirect (e.g., level 1) blocks 804. Note that there may be
additional levels of indirect blocks (e.g., level 2, level 3)
depending upon the size of the file. The indirect blocks (and
inode) contain pvbn/vvbn pointer pair structures 808 that
ultimately reference data blocks 806 used to store the actual
data of the file.

[0074] The pvbns reference locations on disks of the aggre-
gate, whereas the vvbns reference locations within files of the
flexible volume. The use of pvbns as block pointers 808 in the
indirect blocks 804 provides efficiencies in the read paths,
while the use of vvbn block pointers provides efficient access
to required meta-data. That is, when freeing a block of a file,
the parent indirect block in the file contains readily available
vvbn block pointers, which avoids the latency associated with
accessing an owner map to perform pvbn-to-vvbn transla-
tions; yet, on the read path, the pvbn is available.

[0075] FIG. 9 is a schematic block diagram of an embodi-
ment of an aggregate 900 that may be advantageously used
with the present invention. Luns (blocks) 902, directories
904, gtrees 906 and files 908 may be contained within flexible
volumes 910, such as dual vbn flexible volumes, that, in turn,
are contained within the aggregate 900. The aggregate 900 is
illustratively layered on top of the RAID system, which is
represented by at least one RAID plex 950 (depending upon
whether the storage configuration is mirrored), wherein each
plex 950 comprises at least one RAID group 960. Each RAID
group further comprises a plurality of disks 930, e.g., one or
more data (D) disks and at least one (P) parity disk.

[0076] Whereas the aggregate 900 is analogous to a physi-
cal volume of a conventional storage system, a flexible vol-
ume is analogous to a file within that physical volume. That s,
the aggregate 900 may include one or more files, wherein
each file contains a flexible volume 910 and wherein the sum
of the storage space consumed by the flexible volumes is
physically smaller than (or equal to) the size of the overall
physical volume. The aggregate utilizes a physical pvbn
space that defines a storage space of blocks provided by the
disks of the physical volume, while each embedded flexible
volume (within a file) utilizes a logical vvbn space to organize
those blocks, e.g., as files. Each vvbn space is an independent
set of numbers that corresponds to locations within the file,
which locations are then translated to dbns on disks. Since the
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flexible volume 910 is also a logical volume, it has its own
block allocation structures (e.g., active, space and summary
maps) in its vvbn space.

[0077] A container fileis afile in the aggregate that contains
all blocks used by a flexible volume. The container file is an
internal (to the aggregate) feature that supports a flexible
volume; illustratively, there is one container file per flexible
volume. Similar to a pure logical volume in a file approach,
the container file is a hidden file (not accessible to a user) in
the aggregate that holds every block in use by the flexible
volume. The aggregate includes an illustrative hidden meta-
data root directory that contains subdirectories of flexible
volumes:

WAFL/fsid/filesystem File, Storage Label File

[0078] Specifically, a physical file system (WAFL) direc-
tory includes a subdirectory for each flexible volume in the
aggregate, with the name of subdirectory being a file system
identifier (fsid) of the flexible volume. Each fsid subdirectory
(flexible volume) contains at least two files, a filesystem file
and a storage label file. The storage label file is illustratively
a 4 kB file that contains meta-data similar to that stored in a
conventional raid label. In other words, the storage label file
is the analog of a raid label and, as such, contains information
about the state of the flexible volume such as, e.g., the name
of'the flexible volume, a universal unique identifier (uuid) and
fsid of the flexible volume, whether it is online, being created
or being destroyed, etc.

[0079] FIG. 10 is a schematic block diagram of an on-disk
representation of an aggregate 1000. The storage operating
system 300, e.g., the RAID system 380, assembles a physical
volume of pvbns to create the aggregate 1000, with pvbns 1
and 2 comprising a “physical” volinfo block 1002 for the
aggregate. The volinfo block 1002 contains block pointers to
fsinfo blocks 1004, each of which may represent a snapshot of
the aggregate. Each fsinfo block 1004 includes a block
pointer to an inode file 1006 that contains inodes of a plurality
of files, including an owner map 1010, an active map 1012, a
summary map 1014 and a space map 1016, as well as other
special meta-data files. The inode file 1006 further includes a
root directory 1020 and a “hidden” meta-data root directory
1030, the latter of which includes a namespace having files
related to a flexible volume in which users cannot “see” the
files. The hidden meta-data root directory includes the
WAFL/fsid/directory structure that contains filesystem file
1040 and storage label file 1090. Note that root directory 1020
in the aggregate is empty; all files related to the aggregate are
organized within the hidden meta-data root directory 1030.
[0080] In addition to being embodied as a container file
having level 1 blocks organized as a container map, the file-
system file 1040 includes block pointers that reference vari-
ous file systems embodied as flexible volumes 1050. The
aggregate 1000 maintains these flexible volumes 1050 at
special reserved inode numbers. Each flexible volume 1050
also has special reserved inode numbers within its flexible
volume space that are used for, among other things, the block
allocation bitmap structures. As noted, the block allocation
bitmap structures, e.g., active map 1062, summary map 1064
and space map 1066, are located in each flexible volume.
[0081] Specifically, each flexible volume 1050 has the
same inode file structure/content as the aggregate, with the
exception that there is no owner map and no WAFL/fsid/
filesystem file, storage label file directory structure in a hid-
den meta-data root directory 1080. To that end, each flexible
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volume 1050 has a volinfo block 1052 that points to one or
more fsinfo blocks 1054, each of which may represent a
snapshot, along with the active file system of the flexible
volume. Each fsinfo block, in turn, points to an inode file 1060
that, as noted, has the same inode structure/content as the
aggregate with the exceptions noted above. Each flexible
volume 1050 has its own inode file 1060 and distinct inode
space with corresponding inode numbers, as well as its own
root (fsid) directory 1070 and subdirectories of files that can
be exported separately from other flexible volumes.

[0082] The storage label file 1090 contained within the
hidden meta-data root directory 1030 of the aggregate is a
small file that functions as an analog to a conventional raid
label. A raid label includes physical information about the
storage system, such as the volume name; that information is
loaded into the storage label file 1090. Illustratively, the stor-
age label file 1090 includes the name 1092 of the associated
flexible volume 1050, the online/offline status 1094 of the
flexible volume, and other identity and state information 1096
of'the associated flexible volume (whether it is in the process
of being created or destroyed).

[0083] F.VLDB

[0084] FIG. 11 is a schematic block diagram illustrating a
collection of management processes that execute as user
mode applications 1100 on the storage operating system 300
to provide management of configuration information (i.e.
management data) for the nodes of the cluster. To that end, the
management processes include a management framework
process 1110 and a volume location database (VLDB) pro-
cess 1130, each utilizing a data replication service (RDB
1150) linked as a library. The management framework 1110
provides a user to an administrator 1170 interface via a com-
mand line interface (CLI) and/or a web-based graphical user
interface (GUI). The management framework is illustratively
based on a conventional common interface model (CIM)
object manager that provides the entity to which users/system
administrators interact with a node 200 in order to manage the
cluster 100.

[0085] TheVLDB 1130 is a database process that tracks the
locations of various storage components (e.g., SV Ss, flexible
volumes, aggregates, etc.) within the cluster 100 to thereby
facilitate routing of requests throughout the cluster. In the
illustrative embodiment, the N-blade 310 of each node
accesses a configuration table 235 that maps the SVS 1D 502
of a data container handle 500 to a D-blade 350 that “owns”
(services) the data container within the cluster. The VLDB
includes a plurality of entries which, in turn, provide the
contents of entries in the configuration table 235; among
other things, these VDB entries keep track of the locations
of'the flexible volumes (hereinafter generally “volumes 910”)
and aggregates 900 within the cluster. Examples of such
VLDB entries include a VL.DB volume entry 1200 and a
VLDB aggregate entry 1300.

[0086] FIG. 12 is a schematic block diagram of an exem-
plary VLDB volume entry 1200. The entry 1200 includes a
volume ID field 1205, an aggregate ID field 1210 and, in
alternate embodiments, additional fields 1215. The volume
1D field 1205 contains an ID that identifies a volume 910 used
in a volume location process. The aggregate 1D field 1210
identifies the aggregate 900 containing the volume identified
by the volume ID field 1205. Likewise, FIG. 13 is a schematic
block diagram of an exemplary VLDB aggregate entry 1300.
The entry 1300 includes an aggregate ID field 1305, a D-blade
1D field 1310 and, in alternate embodiments, additional fields
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1315. The aggregate 1D field 1305 contains an ID of a par-
ticular aggregate 900 in the cluster 100. The D-blade ID field
1310 contains an ID of the D-blade hosting the particular
aggregate identified by the aggregate 1D field 1305.

[0087] The VLDB illustratively implements a RPC inter-
face, e.g., a Sun RPC interface, which allows the N-blade 310
to query the VLDB 1130. When encountering contents of a
data container handle 500 that are not stored in its configura-
tion table, the N-blade sends an RPC to the VLDB process. In
response, the VLDB 1130 returns to the N-blade the appro-
priate mapping information, including an ID of the D-blade
that owns the data container. The N-blade caches the infor-
mation in its configuration table 235 and uses the D-blade ID
to forward the incoming request to the appropriate data con-
tainer. All functions and interactions between the N-blade 310
and D-blade 350 are coordinated on a cluster-wide basis
through the collection of management processes and the RDB
library user mode applications 1100.

[0088] To that end, the management processes have inter-
faces to (are closely coupled to) RDB 1150. The RDB com-
prises a library that provides a persistent object store (storing
of objects) for the management data processed by the man-
agement processes. Notably, the RDB 1150 replicates and
synchronizes the management data object store access across
all nodes 200 of the cluster 100 to thereby ensure that the
RDB database image is identical on all of the nodes 200. At
system startup, each node 200 records the status/state of its
interfaces and IP addresses (those IP addresses it “owns”) into
the RDB database.

[0089] G. Storage System Architecture

[0090] The present invention is related to a storage system
architecture illustratively comprising two or more volumes
910 distributed across a plurality of nodes 200 of cluster 100.
The volumes are organized as a SVS and configured to store
content of data containers, such as files and luns, served by the
cluster in response to multi-protocol data access requests
issued by clients 180. Notably, the content of each data con-
tainer is apportioned among the volumes of the SVS to
thereby improve the efficiency of storage service provided by
the cluster. To facilitate a description and understanding of the
present invention, data containers are hereinafter referred to
generally as “files”.

[0091] TheSVS comprises ameta-data volume (MDV) and
one or more data volumes (DV). The MDV is configured to
store a canonical, or definitive, copy of certain meta-data,
including access control lists (ACLs) and directories, associ-
ated with all files stored on the SVS, whereas each DV is
configured to store, at least, data content of those files. For
each file stored on the SVS, one volume is designated the
container attribute volume (CAV) and, to that end, is config-
ured to store (“cache™) certain, rapidly-changing attribute
meta-data, including time stamps and file length, associated
with that file to thereby offload access requests that would
otherwise be directed to the MDV. In the illustrative embodi-
ment described herein, determination of the CAV for a file is
based on a simple rule: designate the volume holding the first
stripe of content (data) for the file as the CAV for the file. Not
only is this simple rule convenient, but it also provides an
optimization for small files. That is, a CAV may be able to
perform certain operations without having to communicate
with other volumes of the SVS if the file is small enough to fit
within the specified stripe width. Ideally, the first stripes of
data for files are distributed among the DVs of the SVS to
thereby facilitate even distribution of CAV designations
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among the volumes of the SVS. In alternate embodiments,
data for files is striped across the MDV and the DVs.

[0092] FIG. 14 is a schematic block diagram of the inode
files of an SVS 1400 in accordance with an embodiment of the
present invention. The SVS 1400 illustratively comprises
three volumes, namely MDV 1405 and two DVs 1410, 1415.
It should be noted that in alternate embodiments additional
and/or differing numbers of volumes may be utilized in accor-
dance with the present invention. Illustratively, the MDV
1405 stores a plurality of inodes, including a root directory
(RD) inode 1420, a directory (DIR) inode 1430, file (F)
inodes 1425, 1435, 1445 and an ACL inode 1440. Each of
these inodes illustratively includes meta-data (M) associated
with the inode. In the illustrative embodiment, each inode on
the MDV 1405 does not include data (D); however, in alter-
nate embodiments, the MDV may include user data.

[0093] In contrast, each DV 1410, 1415 stores only file (F)
inodes 1425, 1435, 1445 and ACL inode 1440. According to
the inventive architecture, a DV does not store directories or
other device inodes/constructs, such as symbolic links; how-
ever, each DV does store F inodes, and may store cached
copies of ACL inodes, that are arranged in the same locations
as their respective inodes in the MDV 1405. A particular DV
may not store a copy of an inode until an 1/O request for the
data container associated with the inode is received by the
D-Blade serving a particular DV. Moreover, the contents of
the files denoted by these F inodes are periodically sparse
according to SVS striping rules, as described further herein.
In addition, since one volume is designated the CAV for each
file stored on the SVS 1400, DV 1415 is designated the CAV
for the file represented by inode 1425 and DV 1410 is the
CAV for the files identified by inodes 1435, 1445. Accord-
ingly, these CAVs cache certain, rapidly-changing attribute
meta-data (M) associated with those files such as, e.g., file
size 615, as well as access and/or modification time stamps
620.

[0094] TheSVSisassociated with a set of striping rules that
define a stripe algorithm, a stripe width and an ordered list of
volumes within the SVS. The striping rules for each SVS are
illustratively stored as an entry of VLDB 1130 and accessed
by SVS ID. FIG. 15 is a schematic block diagram of an
exemplary VLDB SVS entry 1500 in accordance with an
embodiment of the present invention. The VL.DB entry 1500
includes a SVS ID field 1505 and one or more sets of striping
rules 1530. In alternate embodiments additional fields 1535
may be included. The SVS ID field 1505 contains the ID of'a
SVS which, in operation, is specified in data container handle
500.

[0095] Each set of striping rules 1530 illustratively
includes a stripe width field 1510, a stripe algorithm ID field
1515, an ordered list of volumes field 1520 and, in alternate
embodiments, additional fields 1525. The striping rules 1530
contain information for identifying the organization ofaSVS.
For example, the stripe algorithm ID field 1515 identifies a
striping algorithm used with the SVS. In the illustrative
embodiment, multiple striping algorithms could be used with
a SVS; accordingly, stripe algorithm 1D is needed to identify
which particular algorithm is utilized. Each striping algo-
rithm, in turn, specifies the manner in which file content is
apportioned as stripes across the plurality of volumes of the
SVS. The stripe width field 1510 specifies the size/width of
each stripe. The ordered list of volumes field 1520 contains
the IDs of the volumes comprising the SVS. Moreover, the
ordered list of volumes may specify the function and imple-



US 2014/0237184 Al

mentation of the various volumes and striping rules of the
SVS. For example, the first volume in the ordered list may
denote the MDV of'the SVS, whereas the ordering of volumes
in the list may denote the manner of implementing a particular
striping algorithm, e.g., round-robin.

[0096] A Locate()function 3751s provided that enables the
VSM 370 and other modules (such as those of N-blade 310)
to locate a D-blade 350 and its associated volume of a SVS
1400 in order to service an access request to a file. The
Locate( ) function takes as arguments, at least (i) a SVS ID
1505, (ii) an offset within the file, (iii) the inode number for
the file and (iv) a set of striping rules 1530, and returns the
volume 910 on which that offset begins within the SVS 1400.
For example, assume a data access request directed to a file is
issued by a client 180 and received at the N-blade 310 of a
node 200, where it is parsed through the multi-protocol
engine 325 to the appropriate protocol server of N-blade 310.
[0097] To determine the location of a D-blade 350 to which
to transmit a CF message 400, the N-blade 310 may first
retrieve a SVS entry 1500 to acquire the striping rules 1530
(and list of volumes 1520) associated with the SVS. The
N-blade 310 then executes the Locate( ) function 375 to
identify the appropriate volume to which to direct an opera-
tion. Thereafter, the N-Blade may retrieve the appropriate
VLDB volume entry 1200 to identify the aggregate contain-
ing the volume and the appropriate VL.DB aggregate entry
1300 to ultimately identify the appropriate D-blade 350. The
protocol server of N-blade 310 then transmits the CF message
400 to the D-blade 350.

[0098] FIG.161is aschematic block diagram illustrating the
periodic sparseness of file content stored on volumes A 1605,
B 1610 and C 1615 of SVS 1600. As noted, file content is
periodically sparse according to the SV striping rules, which
specify a striping algorithm (as indicated by stripe algorithm
1D field 1515) and a size/width of each stripe (as indicated by
stripe width field 1510). Note that, in the illustrative embodi-
ment, a stripe width is selected to ensure that each stripe may
accommodate the actual data (e.g., stored in data blocks 806)
referenced by an indirect block (e.g., level 1 block 804) of a
file.

[0099] Inaccordance with an illustrative round robin strip-
ing algorithm, volume A 1605 contains a stripe of file content
or data (D) 1620 followed, in sequence, by two stripes of
sparseness (S) 1622, 1624, another stripe of data (D) 1626 and
two stripes of sparseness (S) 1628, 1630. Volume B 1610, on
the other hand, contains a stripe of sparseness (S) 1632 fol-
lowed, in sequence, by a stripe of data (D) 1634, two stripes
of sparseness (S) 1636, 1638, another stripe of data (D) 1640
and a stripe of sparseness (S) 1642. Volume C 1615 continues
the round robin striping pattern and, to that end, contains two
stripes of sparseness (S) 1644, 1646 followed, in sequence, by
a stripe of data (D) 1648, two stripes of sparseness (S) 1650,
1652 and another stripe of data (D) 1654.

[0100] H. Meta-Data Caching and Distribution

[0101] The present invention is directed to a system and
method for caching and distributing meta-data for one or
more data containers stored on a plurality of volumes config-
ured as a SVS. As noted, the SVS comprises one MDV
configured to store a canonical copy of certain meta-data,
including access control lists and directories, associated with
all data containers stored on the SVS, and one or more DVs
configured to store, at least, data content of those containers.
In addition, for each data container stored on the SVS, one
volume is designated the CAV and, as such, is configured to
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store (“cache”) a canonical copy of certain, rapidly-changing
attribute meta-data, including time stamps and container
length, associated with that container.

[0102] FIG. 17 is a schematic block diagram of an exem-
plary five volume SVS environment 1700 in accordance with
an embodiment the present invention. The SVS 1700 com-
prises five volumes, namely volume A 1705, volume B 1710,
volume C 1715, volume D 1720 and volume E 1725. It should
be noted that five volumes are shown for illustrative purposes
only and that the teachings of the present invention may be
utilized with SVSs having any number of volumes. In the
illustrative environment 1700, volume A 1705 is designated
the MDV, with the other four volumes functioning as DV
associated with the SVS.

[0103] Twelve data containers, e.g., files (files 1-12), are
illustratively stored on the volumes of'the SVS, wherein each
volume serves as the CAV for any file whose first stripe is
stored therein. Notably, the CAV is a role that the MDV or DV
serves for a particular file to store (and serve) rapidly-chang-
ing attribute meta-data for the file. Thus, for example, volume
B 1710 serves as the CAV for files 1, 5, 9. Similarly, volume
C 1715 serves as the CAV for files 2, 6 and 10, volume D 1720
serves as the CAV for files 3, 7 and 11 and volume E serves as
the CAV for files 4, 8 and 12. Volume A 1705, which serves as
the MDYV for the SVS does not, in the illustrative embodi-
ment, serve as the CAV for any files. In alternate embodi-
ments, the MDV may serve as the CAV for files. By distrib-
uting the role of the CAV among the SVS volumes, each
volume serves as a CAV for an approximately equal number
of files.

[0104] According to an aspect of the invention, the meta-
data associated with the files stored on the SVS are organized
into various categories (e.g., MD1-MD3) along functional
boundaries and are resident on various volumes to optimize
data access (e.g., read and write) paths through the SVS.
These categories include (i) MD1 meta-data that changes on
every data access (read/write) request served by the SVS, (ii)
MD2 meta-data that may be retrieved (but not changed) on
every request and (iii) MD3 meta-data that is unused for the
read/write requests. Since it changes on every read/write
request served by the DVs of the SVS, the MD1 meta-data is
canonically resident on the CAV and generally cached on the
DVs. Likewise, since it may be retrieved, but does not change,
on every request served by the DVs, the MD2 meta-data is
canonically resident on the MDV and generally cached on all
DVs of the SVS, including the volume designated as CAV.
Finally, since it is unused for a read/write request, the MD3
meta-data is canonically, and solely, resident on the MDV.
Table 1 illustrates the various categories and residences of
meta-data according to the present invention.

TABLE 1

Type When Utilized Where Stored  Examples of Meta-Data

MD1 Changes on every Canonical copy File length

Read/Write on CAV Access Time
Cached at each
DV and MDV
MD2 Read for Read/Write  Canonical copy Access Control Lists
Operations at MDV Lock State
Cached at all Ownership
DVs

MD3 Not Used for Canonical copy Link Count
Read/Write Operations on MDV
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[0105] According to another aspect of the invention, the
CAV cooperates with the MDV and DV of the SVS to pro-
vide a multi-tier caching and distribution architecture that
offloads meta-data access requests that would otherwise be
directed to the MDV. FIG. 18 is a schematic block diagram of
an exemplary multi-tier meta-data caching and distribution
hierarchical environment 1800 in accordance with an
embodiment of the present invention. As noted, MDV 1805
stores a canonical copy of MD2 and MD3 meta-data for all of
the files stored on the SVS. Here, the CAV is utilized as a first
tier caching and distribution point for storing and distributing
most meta-data, e.g., MD1 and MD2, for use by the DVs
1815.

[0106] As noted above, every volume within the SVS
serves as a CAV for a portion of the files stored on the SVS.
Iustratively, the volume storing the first stripe of the file is
deemed to be the CAV. Thus, different volumes of the envi-
ronment 1800 may serve as the CAV 1810 depending on the
particular files. Moreover, the MDV may serve as the CAV for
certain files. In such a case, the roles of the CAV and MDV are
merged due to the fact that the volume contains a canonical
copy of all (MD1-MD3) meta-data. For those files stored on
a SVS volume having a merged CAV/MDYV role, no first tier
caching and distribution point is utilized in the hierarchical
environment 1800.

[0107] In the illustrative embodiment, the multi-tier cach-
ing and distribution architecture facilitates propagating of
meta-data throughout the nodes of the cluster for storage on
various volumes (“caches™) of the SVS and updating of those
caches in an efficient manner that ensures cache consistency
in the cluster. As for the latter, a “pull” model is illustratively
employed for cache updates. That is, the meta-data stored on
a particular data volume is deemed to be valid unless it has
been explicitly invalidated by, for example, assertion of the
meta-data invalidation flag 634. Inresponse to assertion of the
invalidation flag, the volume (e.g., CAV or DV) queries its
“higher-level” volume of the hierarchy (e.g., MDV or CAV,
respectively) to obtain (pull) a valid copy of the meta-data in
order to update its cache.

[0108] In the case of the MDI1 meta-data, the multi-tier
caching and distribution architecture enables the DVs to con-
stantly access the CAV for meta-data changes that occur on
every read/write request. The MD1 access path of the caching
and distribution hierarchy 1800 is relatively “short” and,
notably, offloads all such frequent requests from the MDV. In
the case of MD2 meta-data, the multi-tier caching and distri-
bution architecture enables the DV to access the CAV for
meta-data retrieved on every read/write request. In general,
the MD2 access path of the hierarchy terminates at the CAV
for current MD2 meta-data; however, since it does not store a
canonical copy of that meta-data, the CAV may have to
acquire a current version of the MD2 meta-data from the
MDYV if'its copy is invalid.

[0109] It should be noted that meta-data cached locally at
each volume may be deemed to be valid unless certain con-
ditions have been met. As noted, one of these conditions is
that the meta-data has not been explicitly invalidated, by, for
example, assertion of the meta-data invalidation flag 634 of
the inode stored on each data volume. Another condition is
that the data volumes may have a set of rules to ensure cache
consistency in addition to the requirements of checking for
explicit invalidation. One such technique to ensure cache
consistency is described in the U.S. Pat. No. 7,409,497,
entitled SYSTEM AND METHOD FOR GUARANTEEING
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CACHE CONSISTENCY IN A CLUSTER, by Richard
Jernigan at al, the contents of which are hereby incorporated
by reference.

[0110] In the illustrative embodiment, all commands for a
file stored on the SVS that modify and/or create an attribute of
the file are directed to the MDV. In response, the MDV
instructs the CAV to invalidate its cached copy of the meta-
data by, e.g., asserting the meta-data invalidation flag in the
inode of the file. The MDV then modifies its copy of the
meta-data before responding to the command. Subsequently,
when attempting to access its cached meta-data, the CAV
detects that the meta-data is invalid and queries the MDV
server for an updated copy of the meta-data.

[0111] FIG. 19 is a flow chart detailing the steps of a pro-
cedure 1900 for processing a modification or creation com-
mand directed to a file attribute in accordance with an
embodiment of the present invention. The procedure 1900
begins in step 1905 and continues to step 1910 where the
VSM serving the MDV receives a request to modify/create an
attribute of a file. In the illustrative embodiment, all received
requests for modifying/creating attributes are directed to the
VSM of the MDV for processing and, to that end, each
N-Blade is programmed to forward any such requests to the
MDV. In response to receiving the request, the MDV sends a
request to the CAV to invalidate its cached meta-data in step
1915. Upon receiving the request, the VSM ofthe CAV invali-
dates its meta-data by, for example, marking the meta-data
invalidation flag 634 within the inode of the data volume as
invalid. This causes the CAV to query the MDYV to update its
cached value before using the meta-data in any operation.
Additionally, the VSM of the CAV transmits a request to all
DVs to invalidate their cached meta-data. In response, each
VSM of a DV invalidates its meta-data by, for example,
asserting the meta-data invalidation flag 634. The CAV then
acknowledges completion of the invalidation in step 1925.
Upon receiving the acknowledgment, the MDV modifies the
canonical copy of the meta-data per the received request in
step 1930. The MDV then responds to the N-Blade in step
1935 before the procedure completes in 1940.

[0112] FIG. 20 is a flow chart detailing the steps of a pro-
cedure 2000 for processing a data access operation in accor-
dance with the novel multi-tier meta-data caching and distri-
bution architecture of the present invention. The procedure
2000 begins in step 2005 and continues to step 2010 where a
VSM of a data volume receives a data access operation
directed to a file from, e.g., an N-Blade during normal cluster
operation. In step 2015, the VSM first determines whether its
local cached copy of meta-data (e.g., stored on the data vol-
ume) needed to process the operation is invalid. The VSM
may render this determination by, for example, examining the
meta-data invalidation flag 634 of the inode of the data vol-
ume to which the data access operation is directed. Note that,
in alternate embodiments of the present invention, this deter-
mination may be rendered by determining whether a prede-
termined amount of time has elapsed since the data volume
queried the CAV for the file. Such additional checks are
described in the above-incorporated United States patent
entitled SYSTEM AND METHOD FOR GUARANTEEING
CACHE CONSISTENCY IN A CLUSTER.

[0113] If the local cached copy of the meta-data is not
invalid, the procedure branches to step 2045 where the VSM
of'the data volume processes the data access operation before
completing in step 2050. However, if the cached meta-data is
invalid on the data volume (step 2015), the procedure contin-
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ues to step 2020 where the VSM on the data volume queries
the VSM of the CAV for a current, updated copy of that
meta-data. This VSM-to-VSM query may be accomplished
by, for example, forwarding a CF command message from the
D-Blade hosting the data volume to the D-Blade hosting the
CAV. It should be noted that, since the role of the CAV is on
a per file basis, the load of such queries is distributed among
the various volumes and D-blades of the cluster servicing
those volumes.

[0114] In step 2025, the VSM of the CAV determines
whether its meta-data is invalid by, e.g., examining the meta-
data invalidation flag 634 status in the inode of the appropriate
file. Note that the meta-data may be invalid on the CAV for a
number of reasons, one of which being that the meta-data,
such as an access control list, has not yet been created. In
addition, the CAV’s meta-data may have been explicitly
invalidated by the MDV while processing a modify/create
command directed to an attribute. If the meta-data onthe CAV
is invalid, the procedure continues to step 2030 where the
VSM of the CAV queries the VSM of the MDV for the
current, updated version of the meta-data. Upon receiving and
storing a current copy of the meta-data, the VSM of the CAV
marks its cache as updated and valid by, e.g., de-asserting the
meta-data invalidation flag 634.

[0115] In step 2035, the VSM of the CAV distributes the
current copy of the meta-data to the VSM of the data volume
which, in turn, updates its local cached copy of the meta-data
in step 2040. In Step 2045, the VSM of the data volume then
utilizes the meta-data when processing the data access opera-
tion and the procedure completes in step 2050. As can be
appreciated from procedure 2000, the use of the CAV as a first
tier caching and distribution point reduces the processing
load on the MDV. Moreover, since each volume serves as the
CAV for a portion of the files (data containers) stored on the
SVS, the processing load is distributed among those SVS
volumes. Accordingly, the novel multi-tier caching and dis-
tribution architecture reduces the processing load on the
MDYV to thereby obviate a processing bottleneck in the SVS.
[0116] Insum, the present invention advantageously facili-
tates (i) propagating of meta-data throughout the nodes of the
cluster for storage on various volumes (“caches”) of the SVS
and (i) updating of those caches in an efficient manner. That
is, the novel multi-tier caching and distribution architecture
reduces the latency incurred when acquiring and updating
such meta-data needed to service a data access request
directed to a data container to thereby provide a high-perfor-
mance cluster.

[0117] The foregoing description has been directed to par-
ticular embodiments of this invention. It will be apparent,
however, that other variations and modifications may be made
to the described embodiments, with the attainment of some or
all of their advantages. Specifically, it should be noted that the
principles of the present invention may be implemented in
non-distributed file systems. Furthermore, while this descrip-
tion has been written in terms of N and D-blades, the teach-
ings of the present invention are equally suitable to systems
where the functionality of the N and D-blades are imple-
mented in a single system. Alternately, the functions of the N
and D-blades may be distributed among any number of sepa-
rate systems, wherein each system performs one or more of
the functions. Additionally, the procedures, processes and/or
modules described herein may be implemented in hardware,
software, embodied as a computer-readable medium having
program instructions, firmware, or a combination thereof.
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Therefore, it is the object of the appended claims to cover all
such variations and modifications as come within the true
spirit and scope of the invention.

What is claimed is:

1. A method comprising:

organizing a plurality of logical volumes as a striped vol-
ume set;

designating a first of the plurality of volumes as a meta data
volume of the striped volume set;

designating a second of the plurality of volumes as a con-
tainer attribute volume associated with a data container
stored within the striped volume set, wherein the con-
tainer attribute volume serves as a first tier caching and
distribution point for metadata associated with the data
container; and

invalidating a cached copy of the metadata stored on the
container attribute volume in response to receiving a
data access request.

2. The method of claim 1 wherein selecting one of the
plurality of logical volumes as the container attribute volume
comprises selecting a data volume of the striped volume set
storing a first stripe of the data container.

3. The method of claim 1 wherein the data container com-
prises a file.

4. The method of claim 1 wherein at least one of the
plurality of logical volumes comprises a logical arrangement
of a plurality of storage devices.

5. The method of claim 5 wherein the plurality of storage
devices comprise disks.

6. The method of claim 1 wherein the container attribute
volume stores a subset of the metadata stored on the metadata
volume.

7. The method of claim 6 wherein the subset comprises an
access control list.

8. The method of claim 1 wherein the logical volumes
comprise flexible volumes.

9. A system comprising:

a processor executing a storage operating system, the stor-
age operating system having a file system configured to
stripe a data container across a striped volume set,
wherein the stripe volume set comprises of a plurality of
logical volumes;

a first of the plurality of logical volumes configured as a
metadata volume to store metadata associated with the
data container;

a second of the plurality of the logical volumes configured
as a container attribute volume configured as a first tier
caching and distribution point within the striped vol-
umes et for the metadata in the metadata volume; and

avolume stripping module of the storage operating system
configured to transmit a command to invalidate the
cached copy of the metadata on the container attribute
volume.

10. The system of claim 9 wherein the data container com-

prises a file.

11. The system of claim 9 wherein each of the plurality of
volumes is a logical arrangement of a plurality of storage
devices.

12. The system of claim 11 wherein the storage devices
comprise disks.

13. The system of claim 9 wherein the metadata is orga-
nized into a plurality of categories asked on a frequency that
metadata changes in response to receiving a data access
request directed to the data container.
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14. The system of claim 9 wherein the container attribute
volume is a logical volume storing a first stripe of the data
container.
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